Kak 3alyuTMThLCA OT MOLUEHHUKOB: npocCTble NnpaBuia

PacnpocTtpaHeHHbI cnoco® AeNCTBUA MOLLUEHHMKOB. OHWU OOMaHHbIM MyTeM
NoNy4yarT AaHHble ANA AOCTyna K JIMYHBIM KabuHeTam N MNPUNOXKEHUAM.
Mcnonb3ys HEMPOTEXHONOrMK, CNOCOBHbLI NoAAEenbiBaTh akkayHTbl U rornoca,
cosjaBas BMA,e0CcOo00LLEHNS, creHepupoBaHHbIe NCKYCCTBEHHbIM
WHTENMEKTOM, OT WMMEHM BalUMX 3HAKOMbIX WM pyKoBOAMTENEN. 3advactyto
MOLLUEHHUKN MPEeACTaBndAlOTCA COTPYAHMKAMWU  pasfnuuHbiXx cnyx6 wnu
npepnararoT (OUHaAHCOBbIE BbIMIPbIWKW. [JaHHbIA NOAXOL W3BECTEH Kak
coynanbHaa MHXeHepus. BOT HECKONbKO COBETOB, KOTOpblE MOMOryT Bam
3aMTUTLCA OT MOLLUEHHWNKOB:

» byabTe 6auTenbHbl: ECnn pasroBop KaXeTcs No403pUTENbHbIM, 3aBepLunTe
€ro 1 NepesBoHUTE B OpraHMsaumio no opuymanbHbIM HoOMepaMm.

* [TpoBepanTe cnocod ceasn: MOLLEHHNKN YacTO UCNOMb3YIOT MECCEHAXKEPHI,
TOrga Kak HacTtodawme npeacrtasutenn He 3BOHAT depe3 WhatsApp wnnu
Telegram.

* He coobwante normHel n naponun: Yntamnte HasHa4YeHUE CMC-KOLOB U HE
AENUTECh OTBETAMWN Ha KOHTPOSbHLIE BOMPOCHI.

» Cnepute 3a akTyanbHOCTbIO HOMepa: Y6eaunTechb, UTO HOMEpP, K KOTOPOMY
NPUBSA3aH akKkayHT, aKTyaneH.

* Vicnonb3ynte cnoxHole naponu. MeHanTe nx perynsapHo u nogknovante
ABYX(GOaKTOPHYH ayTeHTUdUKaLMIO.

* [poBepanTe agpec cTpaHuubl: Y6eanTech, 4TO CanT — 3TO opuLmManbHbIN
pecypc (Hanpumep, gosuslugi.ru).

[ocycnyrn obecneuynBaloT 3aluTy, HO 3MOYMbILUMIEHHUK MOXET MOSYyYnTb
AOCTYN TOMbKO nNpu nepegadye Bamum HeoOXOaUMbIX AaHHbIX. byabTte
BHUMATENbHbI 1 3aLlUMLLaiTe CBOWN AaHHbIE.

C pOnNONHUTENBHOW WHGOPMaUMEn NO TEME JIMYHOWM WHGPOPMaLNOHHON
BGes3onacHOCTM, B TOM 4ucre no apgeKkTMBHOMY pacno3HaBaHUIO 3BOHKOB
MOLUEHHUMKOB, MOXHO O3HaKOMUTLCA Ha Crneayrwmx MHOOPMaLMOHHbIX
pecypcax:

Pasgen «KnbepbesonacHocTb — 9TO npoctol» Ha EpuHOM nopTane
rocypapcTBeHHbIX ycnyr — https://www.gosuslugi.ru/cybersecurity;
JleHanHrosas ctpaHuua B cetn «/HTepHeT» — https://kubepsox.pd/;



Mepbi no o6ecnevyeHuto 6esonacHocTu MHopMauum

XOTUM HanoMHUTL Bam O npasunax kmbepbesonacHOCTU, KOTOpbIE MOMOryT
3alWMTUTL HalKW paHHble OT yrpos. lNoxanyihcra, Oyabte GauTenbHbl Npu
paboTe C OSNEeKTPOHHOW nOYTOW. BOT npocTble pekomeHgaumm no
NpeLoTBpaLLEHUNIO Yrpo3 Be3onacHOCTU MHGOpMaLMK:

1. MNpoBepanTe agpeca 3NEKTPOHHOM MOYTbl OTNPaBUTENS, AaXe eCnu UMS
coBnagaeT C U3BECTHbIM KOHTaKTOM.

2. He oTKpbiBanTe NUCbMAa U YaTbl OT HEN3BECTHbLIX OTNpaBUTENEN.

3. OCTOPOXXHO OTHOCUTECH K MMCbMaM C NPU3biBaMU K J,EACTBMAM NN TEMaMK
O (huHaHcax u yrposax.

4. He nepexogunTe no ccbifikam B MMCbMax, OCOOEHHO eCn OHW KOPOTKME NNK
MCNOMb3YIOT CoKpaLyaTenu.

5. He oTkpbiBanTe BRNOXEHUA C NOL4O3PUTENBHBIMWU pacumpeHnamn (.zip, .Js,
.EXe U T. 4.) U LOKYMEHTAMUN C MaKpocamu.

6. He nogknioyante HEU3BECTHble BHELUHWE HOCUTENW WHoOpMauun K
KOMMNbIOTEPAM.

7. Vcnonb3ynTe HapexXHble naponu, cosfjaBad WX C HeCcTaHAapTHbIMU
KOMOMHaUNAMN CUMBOSOB.

[Mpy NONyYEeHUN NOAO3PUTESNBHBIX MMCEM 0DpaTUTE BHUMAHUE:

- 3HaKoM nu Bam OoTNpaBUTENL?

- MNpucyTcTytoT nn URL-cebinkn?

- ECTb nu BNoXeHne ¢ paclmpeHusamm .zip, .js, .exe?

- [pocuT nn dhann BKNIOYUTL NOALEPKKY MaKpPOCOB?

Ecnn eCTb COMHEHNS U XOTb YTO-TO B MUCbME BbI3bIBaAET Yy Bac NOA403PEHNE, TO
BENNKa BEPOATHOCTb, YTO 3TO PULLINHT.

C p[ONONHUTENBHOW WHGOPMaUMeEn No TEME JIMYHOM WHGPOPMAaLNOHHON
B6e3onacHoOCTK, B TOM Yncnie No 3pPEKTUBHOMY pacno3HaBaHmo PULLNHIOBLIX
MMCeEM, MOXXHO O3HAKOMUTLCA Ha CneayoLmx MHPOPMaLUMOHHbBIX pecypcax:

Pasgen «KnbepbesonacHocTb — 9TO npoctol» Ha EpnHOM noptane
rocypapcTBeHHbIX ycnyr — https://www.gosuslugi.ru/cybersecurity;
JleHanHrosas ctpaHuua B cetn «/HTepHeT» — https://kubepsox.pd/;



PekomeHgauuu no 3awurte YYeTHbIX 3anucen

Onsa Toro, 4TOoObl 3aWMTUTL CBOW akkayHT cobniogante cnepyrowmne
pekoMeHaaunn:

1 CospaBante CnoXHble Maponu ANIMHOA He MeHee 12 CUMMBOSIOB C
komOuHaumen Byks, Lndop 1 cneyunanbHbix cumMmBonoB. MN3berante npocTbiX w
Nerko yrajblBaeMblX Naponemn.

2 He wcnonb3ynte OAMH U TOT Xe naposib ANA pasHbIX YYeTHbIX 3anucen.
CospaBaiTe YHUKanbHbIE NAPONN ANA KaX[,0A BaXKHOW YYETHON 3anucu.

3 PerynapHo MeHanTe naponn kaxgble 3-6 mecsueB n oOHOBNAWTE UX Npu
NOLO3PEHUMN HA YTEUKY.

4 Vcnonb3ynte HageXHble MEHeaXepbl naponen Ans UX XpaHEeHUs W
yrnpasneHus.

5 AKTnBUpynTE ABYX(akTOpHYO ayTeHTuukauuio (2FA) Ha BCcex A0CTYMHbIX
nnaTtdpopmax.

6 OBbHOoBNANTE Naponn Npu CMEHe COTPYAHMKOB UNKU NX poNen n cnegute 3a
ynpaBneHMem JOCTYNOM.

7 MMpn xpaHeHnn naponsa Ha pusndyeckom Hocutene, ydeaunTtecb, YTO MECTO
ero xpaHeHusa abcontoTHO BesonacHo.

C p[ONONHUTENBHOW WHGOPMaUMEn NO TEME JIMYHOM WHGOPMAaLNOHHON
GesonacHOCTM, B TOM 4YuCNEe MO CO3[4aHUD HaAeXHbIX naponen wu
abPEKTUBHOMY  pacrno3HaBaHUO  ULUMHIA B WUHTEPHETE, MOXHO
O3HaKOMUTLCH Ha CreayroLWmMX MHPOPMAaLNOHHBIX pecypcax:

Pasgen «KnbepbesonacHocTb — 3TO npoctol» Ha EauHOM nopTane
rocypapcTBeHHbIX ycnyr — https://www.gosuslugi.ru/cybersecurity;
JleHanHrosas ctpaHuua B cetn «/HTepHeT» — https://kubepsox.pd/;



